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Duqu Infection scheme

i '\
Dropper
[ MS Doc information |
r : - D
Exploit (CVE-2011-3402) @ Windows Kernel
@ ( 'L user-mode shellcode J——-—luad shellcode——>[ wingzk.sys }

load payload J

start exploit
ey r
—> malicious driver} G a
execute payload N services.exe
payload (driver module) h g
installer (DLL module)
L y load drive
main module
b A
inject installer dil )

into services.exe



Drimary

ploci =l
il [ ks, e IOLEEET
bl caxll __En_prolog
e prash LN
qeier Fte L
el Fush o
fce; gush sl
b F grush et
o] [ s5: (et pvar_10 ], esp
okl ¥ [ wsl , wCx
ks =T kN, R
m wor d:-:a d[:( 1 n
g oL gs:fes!], ¥l B
kit e ] bl al
ikl L [
) jnz Tor_ W00n50FT
- 1radi‘:' ul [dm-n:limmrs.e 1. ol wl
A0S g 552 rver ],
[T o s5: [ebo wvar 14 1, 5 bdfz joz Tor_10004ED
Dot sh k100 TFAFE
b T:.l e, 58 [ebg var_14 ] | |
HIFL s R | i
LifE ozl _CxxThrowEsoegtlon(x, <3 \ g
A
A0
[ call _SpcEpunregl ster I‘
|
/ III
k|
1000
DL rush o
Dol F gush el
LeD % push wunk_DOOLES S0
DD cx11 s mn-grlmmglr.mrlr 1
Do Y s5: [ebe var 4 ], ob
brll call -.kn'r:ﬂrogl'ukrlr
belh RS bl a'l a'l
bRlE iz Toc_
|
15:::”. sh (etg 4 H mmedrse
ol oy i e
DeLf a1l mmwgrml:lg'llm
Dl TRET 1, bl al
Dl ]Dl: LODRDE:E B
/
¥ \
A00EaTE
el ez e, ds: [esl 4]
Bl Y R, 51
Bl 2l as: leu-u‘.]
[ ] bl s&: Cebg ocHenmorsereer ], ol Bl
[ E] jnz Tor _MOO0EE ba,
| |
¥ |
A000Ec 15
bels call Injectlaoservcessnical TExgporc? l|
.".I
¥
A000EE 13
belx - ol ds: (esl], ©1 1

J

N

e -~ A
i 4

A000EE 1

[ or
bedl [0
bedd o
Boib Pop
Bt Pop
[

bede ?:gl'!
bedf [

u et +var_% ], O=FFFFFFFF
552 [ebo wvar € ]
1. tﬂ], RLX
w

wsd
s

b 4

SECONLAlRY)

iyl

955 o e, unbinoten_ ] Tbnani:_p0%
L1 call __Ex_prolog

A5ai saih w5, Ol

a5h2 frush e

95h3 grish sl

A5 prush

4505 o s5: [ebp avar_10 ], esp
A5hE [ wnl , wex

4% ®Or b, b

a5he ey ol ss: Cebpavar_ 10 ], ol Bl
A% xor AN, RN

a5 g nl ds:fes]], ol bl
A5y LT Bl al

asch LI e, b

A%CE inz Tor_ W00 5E

;ﬂﬂ bl Loty 41 | enrorse 1. bl bl
A00195ca i 551 rver 1.,
a%a o = b e _1E A% jnz Tor_10095F0
51 o du-uur w ], nl’l’ DO R
548 g A0k _LOGEEELE | |
954kl ™ -n'c, sx: [ebp var 10 ] ! |
A%e0 frush
A5 cxll _(.«Thm«!-:.mpt long=, =) \ lf
'l
ploab ]
45ah call _prEgunreg | soer I‘
|
f .II
i
plogbes
a560 peush -
A561 ush e
6562 prush ﬁp(lmmd'le
ASET a1l l:[:@ngwgmmglnmrlr 1
a5fd [ s5: Lebo wvar 4 ]
500 call M:kﬂndwglukrlr
abls TRST bl al, al
aB0T jz ot Loomwf
|
A0 13503
] geash ss: [ebg 4w Henmorserver ]
Sbic esl
L] x11 aprserverLalolallee
abLF TRET bl al, bl al
Qb1 Toc_MOOTGEF
/
¥ \
AMFSETE
AL ez s, Al [-::.144]
A1 ey e, ds: [eex ]
Ahh call s ten-&l]
AL LT bl a2 [m«:limmr ]. b1 b1
abrl jnz loc_
| |
|
A0S
abiy call Injectlnvodervioessnmical 1Exporcey l|
."'I
¥
gk v
A28 v bl oss: [dﬂl-war 1], b1 3
ab2c (= ol ds: [es Bl 1
;/,
o 4
gk vl
aAb2T ar 552 [ety 4war_&], O<FFFFFFFF
a1y PR et 0l as: Debpavar 11]
ansy grash [Ty
apLE push el el _ 100 30
LT cx1 ] veraosa o F 1 T i _ssa0as
bk el -anc
andl PO
kL [ sx: [ehp bvar_C ]
g o fl o], ecx
el
B4 pop 011
] e
A5 m!
AB5E e b 4




Rpc 1- return version of the worm

RPC Function
V] M

Rpc 2 — load module in into a new
process and execute export function

M

Rpc 3 — load module into existing
process and execute export #1

Rpc 4 — load module in a process and
execute its entry point

Rpc 5 — Build the worm dropper

Rpc 6 — run specified application
(calling CreateProcess API)

Rpc 7 — read data from specified file

Rpc 8 — write data into specified file
Rpc 9 — delete specified file

Rpc 10 — work with target files
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Finding exact date of infection

EnterCgData(&Cfgtiutex);

v = B;
bDeleteltself = EetﬂunFigEuFFer()—>hEhEtkSElFDEletE;
g = -1;

result = LeaveCfgData(&Cfoiutex);
if { *bDeleteltself )
{
EnterCfgData(t CfgHutex);
g = 1;
EnterCfgData(&Ctgiiutex);
LOBYTE(uB) = 2;
v3 = GetConfigBuffer();
v4 = GetConfigBuffer();
bTimeElapsed = IsTimeElapsed(&v4->InfectionDate, v3->DaysTolLive);// check time to remove itself from the system
LOBYTE(uB) = 1;
LeaveCfgData(&Crgiiutex);
g = -1;
result = LeaveCfgData(& Cfghutex);
if { bTimeElapsed )
Fesult = InjEctnndExEcutEExpurtFunctiun{2, 8);// call export 2 (remove itself from the system)




Config decryption algorithm

def decrypti(data):
gamma = [Bx2b, Bx72, 8x73, 8x34, B8x99, B8x71, 8@x98, BxAE]

a = @a
for ix in xrange(len(data)):
data[ix] "= gamma[a]
a =a+ 1
if a == 7:
a =@



Finding date in UTC format
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