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Duqu infection scheme 





RPC Function Stuxnet Duqu 
Rpc 1– return version of the worm 

  
Rpc 2 – load module in into a new 

process and execute export function   

Rpc 3 – load module into existing 

process and execute export #1   

Rpc 4 – load module in a process and 

execute its entry point   

Rpc 5 – Build the worm dropper 
  

Rpc 6 – run specified application 

(calling CreateProcess API)   

Rpc 7 – read data from specified file 
  

Rpc 8 – write data into specified file 
  

Rpc 9 – delete specified file   
Rpc 10 – work with target files 

  



Finding exact date of infection 



Config decryption algorithm 



Finding date in UTC format 

11/08/2011 at 07:50:01 

18/08/2011 at 07:29:07 

36  

30  
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